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Definitions

Section 2: Instructions to Consultants

a)

b)

g)

h)

)

k)

D)

“Client” means the procuring entity with which the selected Consultant
signs the Contract for the Services.

“Consultant” means any organization that may provide or provides the
Services to the Client under the Contract.

“Contract” means the contract signed by the Parties and all the attached
documents listed in Clause 1 of the Form of Contract that is the General
Conditions (GC), the Special Conditions and the Appendices.

“Data Sheet” means such part of the Instructions to Consultants used to
reflect specific assignment conditions.

“Day”means calendar day.

“Foreign Personnel” means such professionals and support staff who at
the time of being so provided had their domicile outside Sri Lanka;

“Instructions to Consultants” (Section 2 of the RFP) means the
document which provides Consultants with all information needed to
prepare their Proposals.

“Local Personnel” means such professionals and support staff who at
the time of being so provided had their domicile within Sri Lanka

“Party” means either or both the Client or the Consultant, as the
context requires.

“Personnel” means professionals and support staff provided by the Consultant
or by any Sub-consultant and assigned to perform the Services or any part
thereof;

“Proposal” means the Technical Proposal and the Financial Proposal.

“RFP” means the Request for Proposal prepared by the Client for the
selection of Consultants.

“Services” means the work to be performed by the Consultant pursuant
to the Contract.

“Sub-Consultant” means any person or entity with whom the
Consultant subcontracts any part of the Services.

“Terms of Reference” (TOR) means the document included in the RFP
as Section 5 which explains the objectives, scope of work, activities,
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1.

Introduction

Conflict of
Interest

Conflicting
assignments

tasks to be performed, respective responsibilities of the Client and the
Consultant, and expected results and deliverables of the assignment.

1.1 The interested parties are invited to submit a Technical Proposal and a
Financial Proposal, for consulting services required for the assignment
named in the Data Sheet. The Client named in the Data Sheet will select
a consulting firm/ organization (the Consultant) from the received
proposals, in accordance with the method of selection specified in the
Data Sheet. The Proposal will be the basis for contract negotiations and
ultimately for a signed Contract with the selected Consultant.

1.2 The Client will timely provide at no cost to the Consultants the inputs
and facilities specified in the Data Sheet, assist the firm in obtaining
licenses and permits needed to carry out the services, and make available
relevant project data and reports.

1.3 Consultants shall bear all costs associated with the preparation and
submission of their proposals and contract negotiation. The Client is not
bound to accept any proposal, and reserves the right to annul the
selection process at any time prior to Contract award, without thereby
incurring any liability to the Consultants.

1.4 The Client requires that Consultants provide professional, objective, and
impartial advice and at all times hold the Client’s interests paramount,
strictly avoid conflicts with other assignments or their own corporate
interests and act without any consideration for future work.

1.4.1 Without limitation on the generality of the foregoing, Consultants, and
any of their affiliates, shall be considered to have a conflict of interest
and shall not be recruited, under any of the circumstances set forth
below:

1. A Consultant (including its Personnel and Sub-Consultants) or
any of its affiliates shall not be hired for any assignment that,
by its nature, may be in conflict with another assignment of the
Consultant to be executed for the same or for another Client.
For example, a Consultant hired to prepare engineering design
for an infrastructure project shall not be engaged to prepare an
independent environmental assessment for the same project.
Similarly, a Consultant hired to prepare Terms of Reference
for an assignment should not be hired for the assignment in
question.
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Conflicting
relationships

Proposal Validity

1i. A Consultant (including its Personnel and Sub-Consultants)
that has a business or family relationship with a member of the
Client’s staff who is directly or indirectly involved in any part
of the (i) the preparation of the Terms of Reference of the
assignment, (ii) the selection process for such assignment, or
(iii) supervision of the Contract, may not be awarded a
Contract.

1.4.2 Consultants have an obligation to disclose any situation of actual or

potential conflict that impacts their capacity to serve the best interest of
their Client, or that may reasonably be perceived as having this effect.
Failure to disclose said situations may lead to the disqualification of the
Consultant or the termination of its Contract.

1.4.3 No agency or current employees of the Client shall work as Consultants

Personnel under their company. Recruiting former employees of the
Client to work for their company is acceptable provided no conflict of
interest exists. When the Consultant nominates any government
employee as Personnel in their technical proposal, such Personnel must
have written certification from their government or employer confirming
that they are allowed to work full-time outside of their previous official
position. Such certification shall be provided to the Client by the
Consultant as part of his technical proposal.

1.5 The Data Sheet indicates how long Consultants’ Proposals must remain

valid after the submission date. During this period. Consultants shall
maintain the availability of professional staff nominated in the Proposal.
The Client will make its best effort to complete negotiations within this
period. Should the need arise; however, the Client may request
Consultants to extend the validity period of their proposals. Consultants
who agree to such extension shall confirm that they maintain the
availability of the professional staff nominated in the Proposal, or in their
confirmation of extension of validity of the Proposal, Consultants could
submit new staff in replacement, which would be considered in the final
evaluation for contract award. Consultants who do not agree have the
right to refuse to extend the validity of their Proposals.

2. Clarificationand 2.1 Consultants may request a clarification of any of the RFP documents on or

Amendment of
RFP Documents

before the deadline for clarifications indicated in the Data Sheet. Any request
for clarification must be sent in writing (via post, e-mail or facsimile), to the
Client’s address indicated in the Data Sheet. The Client will respond in
writing (via post, e-mail or facsimile), and will be published on the
Commission website of the response (including an explanation of the query
but without identifying the source of inquiry) for the reference of all
Consultants. Should the Client deem it necessary to amend the RFP as a result
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of a clarification, it shall do so following the procedure under para. 2.2.

2.2 At any time before the submission of Proposals, the Client may amend the
RFP by publishing an addendum in the Commission’s website. It is the
responsibility of the consultant to regularly examine whether an amended
version is available before submitting the proposal. To give Consultants
reasonable time in which to take an amendment into account in their Proposals
the Client may, if the amendment is substantial, extend the deadline for the
submission of Proposals.

3 Preparationof 3.1 The Proposal (see para. 1.1), as well as all related correspondence exchanged
Proposals by the Consultants and the Client, shall be written in English Language.

3.2 In preparing their Proposal, Consultants are expected to examine in detail
the documents comprising the RFP. Material deficiencies in providing
the information requested may result in rejection of a Proposal.

3.3 While preparing the Technical Proposal, Consultants must give particular
attention to the following:

a)

b)

Language c)

The estimated number of Professional staff-months or the budget for
executing the assignment shall be shown in the Data Sheet, but not
both. However, the Proposal shall be based on the number of
Professional staff-months or budget estimated by the Consultants.

For fixed-budget-based assignments, the available budget is given in
the Data Sheet, and the Financial Proposal shall not exceed this
budget, while the estimated number of Professional staff-months
shall not be disclosed.

Alternative professional staff shall not be proposed, and only one
curriculum vitae (CV) may be submitted for each position.

Documents to be issued by the Consultants as part of this assignment
must be in English language.

Technical 3.4 The Technical Proposal shall provide the information indicated in the
Proposal Format following paras from (a) to (g) using the attached Standard Forms (Section 3).

and Content

a)

a brief description of the Consultants’ organization and an outline of
recent experience of the Consultants and, in the case of joint venture,
for each partner, on assignments of a similar nature is required in
Form TECH-2 of Section 3. For each assignment, the outline should
indicate the names of Sub-Consultants/ professional staff who
participated, duration of the assignment, contract amount, and
Consultant’s involvement. Information should be provided only for
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those assignments for which the Consultant was legally contracted by
the client as a corporation or as one of the major firms within a joint
venture. Assignments completed by individual professional staff
working privately or through other consulting firms cannot be
claimed as the experience of the Consultant, or that of the
Consultant’s associates, but can be claimed by the professional staff
themselves in their CVs. Consultants should be prepared to
substantiate the claimed experience if so requested by the Client.

b) Comments and suggestions on the Terms of Reference including
workable suggestions that could improve the quality/ effectiveness of
the assignment; and on requirements for counterpart staff and
facilities including: administrative support, office space, local
transportation, equipment, data, etc. to be provided by the Client
(Form TECH-3 of Section 3).

¢) A description of the approach, methodology and work plan for
performing the assignment covering the following subjects: technical
approach and methodology, work plan, and organization and staffing
schedule. Guidance on the content of this section of the Technical
Proposals is provided under Form TECH-4 of Section 3. The work
plan should be consistent with the Work Schedule (Form TECH-8 of
Section 3) which will show in the form of a bar chart the timing
proposed for each activity.

d) The list of the proposed professional staff team by area of expertise,
the position that would be assigned to each staff team member, and
their tasks (Form TECH-5 of Section 3).

e) Estimates of the staff input (staff-months of foreign and local
professionals) needed to carry out the assignment (Form TECH-7 of
Section 3). The staff-months input should be indicated separately for
foreign (if required) and local professional staff.

f) CVs of the professional staff signed by the staff themselves or by the
authorized representative of the professional staff (Form TECH-6 of
Section 3).

g) a detailed description of the proposed methodology and staffing for
training, if the Data Sheet specifies training as a specific component
of the assignment.

3.5 The Technical Proposal shall not include any financial information. A
Technical Proposal containing financial information may be declared
nonresponsive.
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Financial Proposals 3.6 The Financial Proposal shall be prepared using the attached Standard Forms
(Section 4). It shall list all costs associated with the assignment, including (a)
remuneration for staff (local and foreign (if required); and (b) other expenses
indicated in the Data Sheet. If stated in the Data Sheet, these costs should be
broken down by activity using FORM FIN — 5 and, if appropriate, in to
foreign and local expenditures. All activities and items described in the
Technical Proposal must be priced separately; activities and items described in
the Technical Proposal but not priced, shall be assumed to be included in the
prices of other activities or Items.

Taxes 3.7 A foreign Consultant may be subject to local taxes on amounts payable
by the Client under the Contract. Any such amounts shall be indicated
as separate figures in the Financial Proposal. However, they will not be
evaluated, but they will be discussed at contract negotiations, and
applicable amounts will be included in the Contract. The tax liability of a
local Consultant shall be borne by the Consultant.

3.8 The Consultants must price the local cost in Sri Lanka Rupees only.
However, the expenditure involves in foreign currency such as foreign
consultant’s fees and air ticket may be price in foreign currency.

4. Submission, 4.1 The original Proposal (Technical Proposal and, Financial Proposal) shall
Receipt, and contain no interlineations or overwriting, except as necessary to correct
Opening of errors made by the Consultants themselves. The person who signed the
Proposals Proposal must initial such corrections. Submission letters for both

Technical and Financial Proposals should respectively be in the format of
TECH-1 of Section 3, and FIN-1 of Section 4.

4.2 An authorized representative of the Consultants shall initial all pages of
the original Technical and Financial Proposals. The authorization shall be
in the form of a written power of attorney accompanying the Proposal or
in any other form demonstrating that the representative has been duly
authorized to sign. The signed Technical and Financial Proposals shall be
marked “ORIGINAL”.

4.3 The Technical Proposal shall be marked “ORIGINAL” or “COPY” as
appropriate. The Technical Proposals shall be sent to the addresses
referred to in para. 4.5 and in the number of copies indicated in the
Data Sheet. All required copies of the Technical Proposal are to be made
from the original. If there are discrepancies between the original and the
copies of the Technical Proposal, the original governs.

4.4 The original and all copies of the Technical Proposal shall be placed in a
sealed envelope clearly marked “TECHNICAL PROPOSAL” Similarly, the
original Financial Proposal shall be placed in a sealed envelope clearly
marked “FINANCIAL PROPOSAL” followed by the name of the
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5. Proposal
Evaluation

Evaluation of
Technical
Proposals

assignment, and with a warming “DO NOT OPEN WITH THE
TECHNICAL PROPOSAL.” The envelopes containing the Technical and
Financial Proposals shall be placed into an outer envelope and sealed. This
outer envelope shall bear the submission address, reference number and title,
and be clearly marked “DO NOT OPEN, EXCEPT IN PRESENCE OF
THE OFFICIAL APPOINTED, BEFORE 2.00 pm (Sri Lanka Standard
time) on 30" July 2026. The Client shall not be responsible for
misplacement, losing or premature opening if the outer envelope is not sealed
and/ or marked as stipulated. This circumstance may be case for Proposal
rejection. If the Financial Proposal is not submitted in a separate sealed
envelope duly marked as indicated above, this will constitute grounds for
declaring the Proposal non-responsive.

4.5 The Proposals must be sent to the address indicated in the Data Sheet and

received by the Client no later than the time and the date indicated in the
Data Sheet, or any extension to this date in accordance with para. 2.2.
Any proposal received by the Client after the deadline for submission
shall be returned unopened.

4.6 The Client shall open the Technical Proposal immediately after the

deadline for their submission. The envelopes with the Financial
Proposal shall remain sealed and securely stored.

5.1 From the time the Proposals are opened to the time the Contract is

awarded, the Consultants should not contact the Client on any matter
related to its Technical and/ or Financial Proposal. Any effort by
Consultants to influence the Client in the examination, evaluation,
ranking of Proposals, and recommendation for award of Contract may
result in the rejection of the Consultants’ Proposal.

Evaluators of Technical Proposals shall have no access to the Financial
Proposals until the technical evaluation is concluded.

5.2 The Client shall evaluate the Technical Proposals on the basis of

their responsiveness to the Terms of Reference, applying the
evaluation criteria, sub criteria, and point system specified in the
Data Sheet. Each responsive Proposal will be given a technical score
(St). A Proposal shall be rejected at this stage if it does not respond
to important aspects of the RFP, and particularly the Terms of
Reference or if it fails to achieve the minimum technical score
indicated in the Data Sheet.

Public Opening of 5.3 After the technical evaluation is completed in accordance with

Financial

Proposals (only for
QCBS, FBS and

paragraph 5.2 above, the Client shall notify those Consultants whose
Proposals did not meet the minimum qualifying mark or were
considered non responsive to the RFP and TOR, that their Financial
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Evaluation of
Financial
Proposals for
QBS

Evaluation of
Financial
Proposals (only
for QCBS, FBS,
and LCS)

Proposals will be returned unopened after completing the selection
process. The Client shall simultaneously notify in writing
Consultants that have secured the minimum qualifying mark, the
date, time and location for opening the Financial Proposals. The
opening date should allow Consultants sufficient time to make
arrangements for attending the opening. Consultants’ attendance at
the opening of Financial Proposals is optional.

5.4 Financial Proposals shall be opened publicly in the presence of the

55

Consultants’ representatives who choose to attend. The name of the
Consultants and the technical scores obtained by each qualified
Consultant shall be read aloud. The Financial Proposal of the
Consultants who met the minimum qualifying mark will then be
inspected to confirm that they have remained sealed and unopened.
These Financial Proposals shall be then opened, and the total prices
read aloud and recorded.

Following the ranking of technical Proposals as described under 5.2 above,
The Client will examine the Financial Proposal of the first ranked Consultant.
First, the Client will examine whether Financial Proposal is complete. Then
the Proposal is checked for arithmetical errors. The reasonability of the
following in comparison with the supporting documents submitted by the
Consultant is examined:

a) The remuneration rates, social costs, overheads, profits; and

b) Other costs such as out of pocket expenses, cost of surveys,
equipment, office rent, supplies, travel, transport, computer rental,
mobilization, and printing.

Following the ranking of technical Proposals, when selection is based on
quality only (QBS), the first ranked Consultant is invited to negotiate its
proposal and the Contract in accordance with the instructions given under
para. 6 of these Instructions.

5.6 The Evaluation Committee will correct any computational errors.

When correcting computational errors, in case of discrepancy
between a partial amount and the total amount, or between word and
figures the former will prevail. In addition to the above corrections,
as indicated under para. 3.6, activities and items described in the
Technical Proposal but not priced, shall be assumed to be included in
the prices of other activities or items. In case an activity or line item
is quantified in the Financial Proposal differently from the Technical
Proposal, (1) if Option B is applicable under Clause 6 of GC, the
Evaluation Committee shall correct the quantification indicated in
the Financial Proposal so as to make it consistent with that indicated
in the Technical Proposal, apply the relevant unit price included in

ITC-8



Combined
Evaluation
Technical and
Financial
Proposals (only
for QCBS)

Evaluation of
Financial
Proposals (only for
FBS)

Evaluation of
Financial
Proposals (only
for LCS)

6. Negotiations

Technical
negotiations

the Financial Proposal to the corrected quantity and correct the total
Proposal cost, (i1) if Option A is applicable under Clause 6 of GC, no
corrections are applied to the Financial Proposal in this respect.
Prices shall be converted to Sri Lankan Rupees, if the consultants
were allowed to indicate certain expenditure of the Financial
Proposal in foreign currency, using the selling rates of exchange,
source and date indicated in the Data Sheet.

5.7 In case of QCBS, the lowest evaluated Financial Proposal (Fm) will
be given the maximum financial score (Sf) of 100 points. The
financial scores (Sr) of the other Financial Proposals will be
computed as indicated in the Data Sheet. Proposals will be ranked
according to their combined technical (S¢) and financial (Sf) scores
using the weights (T = the weight given to the Technical Proposal; P
= the weight given to the Financial Proposal; T + P =1) indicated in
the Data Sheet: S = S; x T% + St x P%. The firm achieving the
highest combined technical and financial score will be invited for
negotiations.

5.8 In the case of Fixed-Budget Selection, the Client will select the firm
that submitted the highest ranked Technical Proposal within the
budget. Proposals that exceed the indicated budget will be rejected.
The evaluated proposal price according to para. 5.6 shall be
considered, and the selected firm is invited for negotiations.

5.9 In the case of the Least-Cost Selection, the Client will select the
lowest Proposal among those that passed the minimum technical
score. The evaluated proposal price according to para. 5.6 shall be
considered, and the selected firm is invited for negotiations

6.1 Negotiations will be held at the date and address indicated in the
Data Sheet. The invited Consultant will, as a pre-requisite for
attendance at the negotiations, confirm availability of all
professional staff. Failure in satisfying such requirements may result
in the Client proceeding to negotiate with the next-ranked
Consultant. Representatives conducting negotiations on behalf of the
Consultant must have written authority to negotiate and conclude a
Contract.

6.2 Negotiations will include a discussion of the Technical Proposal, the
proposed technical approach and methodology, work plan and
organization and staffing, and any suggestions made by the
Consultant to improve the Terms of Reference. The Client and the
Consultants will finalize the Terms of Reference, staffing schedule,
work schedule, logistics and reporting. These documents will then be
incorporated in the Contract as “Description of Services”. Special
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Availability of
professional
staff/ experts

Financial
negotiations
(only for QCBS
, FBS and LCS)

Financial
negotiations
(only for QBS)

Conclusion of the
negotiations

7. Award of
Contract

attention will be paid to clearly defining the inputs and facilities
required from the Client to ensure satisfactory implementation of the
assignment. The Client shall prepare minutes of negotiations which
will be signed by the Client and the Consultant.

6.3 Having selected the Consultant on the basis of, among other things,
an evaluation of proposed Professional staff, the Client expects to
negotiate a Contract on the basis of the professional staff named in
the Proposal. Before contract negotiations, the Client will require
assurances that the professional staff will be actually available. The
Client will not consider substitutions during contract negotiations
unless both parties agree that undue delay in the selection process
makes such substitution unavoidable or for reasons such as death or
medical incapacity. If this is not the case and if it is established that
professional staff were offered in the proposal without confirming
their availability, the Consultant may be disqualified. Any proposed
substitute shall have equivalent or better qualifications and
experience than the original candidate and be submitted by the
Consultant within the period of time specified in the Letter of
Invitation to negotiate.

6.4 In the cases of QCBS, FBS, and the LCS methods, unless there are
exceptional reasons, the remuneration rates for staff and other
proposed unit rates of the financial negotiations shall not be
negotiate.

6.5 For QBS method, if requested by the Client, the Consultants shall
provide the information on remuneration rates described in the
Appendix attached to Section 4 - Financial Proposal - Standard
Forms of this RFP

6.6 Negotiations will conclude with a review of the draft Contract. To
complete negotiations the Client and the Consultant will initial the
agreed Contract. If negotiations fail, the Client will invite the
Consultant whose Proposal received the second highest score to
negotiate a Contract.

7.1 After completing negotiations the Client shall award the Contract to
the selected Consultant, and promptly notify all Consultants who
have submitted proposals. After Contract signature, the Client shall
return the wunopened Financial Proposals to the unsuccessful
Consultants.

7.2 The Client will notify the selected Consultant the date, time and
venue for the signing of the agreement following the template given
in Section 6. The option selected for the method of payment, under
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GC Clause 6 is stated in the Data Sheet.

7.3 The Consultant is expected to commence the assignment on the date
and at the location specified in the Data Sheet.

8. Confidentiality 8.1 Information  relating to  evaluation of  Proposals and
recommendations concerning awards shall not be disclosed to the
Consultants who submitted the Proposals or to other persons not
officially concerned with the process, until the publication of the
award of Contract. The undue use by any Consultant of confidential
information related to the process may result in the rejection of its
Proposal.
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Instructions to Consultants

DATA SHEET
ITC Clause
Reference

1.1 Name of the Client: Public Utilities Commission of Sri Lanka
Method of selection: Quality and Cost Based Selection (QCBS)

1.1 The assignment is: Assessment on Cybersecurity Readiness of Electricity
Network and Critical Generation Facilities in Sri Lanka & Development of a
Cybersecurity Audit Framework specific to grid operations, SCADA, and
critical infrastructure protection

1.2 The Client will provide the following inputs and facilities: Access to
information and documents available with the Commission, Office space,

1.3 Proposals shall remain valid until: 60 days from the closing date of the
proposal

2.1 Clarifications may be requested in writing via e-mail on or before
2.00 p.m (Sri Lanka standard time) on 15® July 2026.
Address: Public Utilities Commission of Sri Lanka, 6th Floor, Bank of
Ceylon Merchant Tower, No. 28, St. Michael’s Road, Colombo 3, Sri
Lanka.
Facsimile: (+94 11 )2392641
E-mail: procurement@pucsl.gov.lk

33

34(g) Training is a specific component of this assignment: No
3.6

Other Expenses:

1) subsistence allowance in respect of Personnel of the Consultant for
every day in which they will work away from the head office;

2) cost of necessary travel (if any), including transportation of the
Personnel by the most appropriate means of transport and the most
direct practicable route;

3) cost of office accommodation, and investigations;

4) cost of applicable international (where applicable only) or local
communications such as the use of telephone and facsimile required
for the purpose of the Services;

5) cost of printing and dispatching of the reports to be produced for the
Services;

6) other allowances where applicable and provisional or fixed sums (if
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any); and

7) cost of such further items required for purposes of the Services not
covered in the foregoing.

8) cost of conducting workshops and training

3.6 Breakdown cost of Activities required: Yes

4.3 Consultant must submit the original Technical and Financial proposal
and 2 copies of the Technical Proposal, Financial Proposal. In
addition, a soft copy of the Technical Proposal shall be provided via a
pen drive.

4.4

Instructions for Submitting Proposals
1. Technical Proposal

o Place the original and all copies in a sealed envelope and
mentioned the “original” and “Copy”.

o Mentioned the name of the consultancy on the top left
corner of the envelope

o Clearly mark the envelope “TECHNICAL PROPOSAL.”

o A soft copy of the Technical Proposal shall be provided via
a pen drive.

2. Financial Proposal
o Place the original in a separate sealed envelope.

o Mentioned the name of the consultancy on the top left
corner of the envelope

o Clearly mark the envelope “FINANCIAL PROPOSAL.”
o Add the name of the assignment.

o Include a warning: “DO NOT OPEN WITH THE
TECHNICAL PROPOSAL.”

3. Outer Envelope

o Place both the sealed Technical and Financial envelopes
inside one outer sealed envelope.

o Clearly mark the outer envelope with:
» The submission address.

» The reference number and title.” Assessment on
Cybersecurity Readiness of Electricity Network and
Critical Generation Facilities in Sri Lanka &
Development of a Cybersecurity Audit Framework
specific to grid operations, SCADA, and critical
infrastructure protection”
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30 July 2026.

= The warning: “DO NOT OPEN, EXCEPT IN
PRESENCE OF THE OFFICIAL APPOINTED,
BEFORE 2.00 pm (Sri Lanka Standard Time) on

4.5

The Proposal submission address is:

Tower, No. 28, St. Michael’s Road, Colombo 3, Sri Lanka.

time:
Date: 30" July 2026
Time: 2.00 pm (Sri Lanka standard time)

Public Utilities Commission of Sri Lanka, 6th Floor, Bank of Ceylon Merchant

Proposals must be submitted no later than the following date and

4.6

The opening of the Technical Proposal shall take place at:

Time: 2.00 pm (Sri Lanka standard time)

Address: same as the Proposal submission address indicated above.
Date: same as the Proposal submission date (deadline) indicated above.

52

Criteria, sub-criteria, and point system for the evaluation of
Technical Proposals:

Points

(1) Specific experience of the consultants relevant to the assignment

15

Total points for the Criterion (i)

15

(i) Adequacy of the proposed methodology and work plan:

a. Technical approach and methodology

Technical approach and methodology must clearly identify the procedure the
Consultants propose to carry out the scope of work in detail (The proposal does
not need to be limited to the scope of work provided)

35

b. Work plan

10

c. Organization and staffing

Total points for the Criterion (ii)

50

(ii1) Key professional staff qualifications and competence for the assignment:

a. Team Leader — Bachelor’s and Postgraduate degree in Engineering,
Computer Science, Information Technology or a related field and with
minimum experience of 10 years in managing similar projects

(Expected Man Days —30)
e Relevant Bachelor’s degree: 2 marks

Relevant Postgraduate degree: 3 marks

Relevant Project Management Experience: Max 5 marks

Role-specific Leadership Competency: Max 3 marks

Relevant Professional Certifications: 2 marks

15
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b. Cybersecurity Specialist/Analyst — Bachelor’s degree in Engineering,
Computer Science, Information Technology, or a related field and
minimum experience of 5 years in cybersecurity assessments, risk
analysis, or implementation of cybersecurity controls.

(Expected Man Days — 60)
e Relevant Bachelor’s degree: 2 marks
e OT/ICS Cybersecurity Experience: 2 marks (If no OT/ICS
experience then at least OT-IT experience — may be 1 mark)
e Experience with IEC 62443 and/or C2M2 frameworks: 2 marks
e Experience in power sector/ critical infrastructure cybersecurity:
2 marks
e Relevant Professional Certifications: 2 marks

10

o Power Systems/SCADA Engineer - Bachelor’s degree in
Electrical/Electronic Engineering, Power Systems, or a related
discipline and experience in power system operations, grid control,
or SCADA/EMS system integration

(Expected Man Days — 50)

e Relevant Bachelor’s degree: 2 marks

o Relevant Power System / Grid Operations Experience: Max 3 marks

e Relevant SCADA/EMS Integration Experience: Max 5 marks

10

Total points for the Criterion (iii)

35

Total points for the three criteria)

100

The minimum technical score required is: 70 Points

5.7

The formula for determining the financial scores (Sy) is the following:

S¢=100 x Fm / F, in which S;is the financial score, F, is the lowest price and

F the price of the proposal under consideration.

The weights given to the Technical and Financial Proposals are:
Technical = 80%, and

Financial = 20%.

Overall Score = 80% x S;+20% X S¢

6.1

Expected date and address for contract negotiations:
Date: upon completion of the evaluation

Address: Public Utilities Commission of Sri Lanka, 6th Floor, Bank of Ceylon Merchant

Tower, No. 28, St. Michael’s Road, Colombo 3, Sri Lanka.

7.2

Expected date for commencement of consulting services: After the contract

awarded
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TECH-1

TECH-2

TECH-3

TECH-4

TECH-5

TECH-6

TECH-7

TECH-8

Section 3. Technical Proposal - Standard Forms

Technical Proposal Submission Form

Consultant’s Organization and Experience
A Consultant’s Organization

B Consultant’s Experience

Comments or Suggestions on the Terms of Reference and on Counterpart
Staff and Facilities to be provided by the Client

A On the Terms of Reference

B On the Counterpart Staff and Facilities

Description of the Approach, Methodology and Work Plan for Performing the
Assignment

Team Composition and Task Assignments
Curriculum Vitae (CV) for Proposed Professional Staff
Staffing Schedule

Work Schedule
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FORM TECH -1: TECHNICAL PROPOSAL SUBMISSION FORM

[Location, Date]

To:  [Nameand address of Client]

We, the undersigned, offer to provide the consulting services for [ Name of the Consultancy
Service] to the Public Utilities Commission of Sri Lanka, in accordance with your Request for
Proposal dated [insert date] and our Proposal. We are hereby submitting our Proposal, which
includes this Technical Proposal, and a Financial Proposal sealed under a separate envelope.

We are submitting our Proposal in association with: [Insert a list with full name and
address of each associated Consultant]!

We hereby declare that all the information and statements made in this Proposal are
true and accept that any misinterpretation contained in it may lead to our disqualification.

If negotiations are held during the period of validity of the Proposal, i.e., before the
date indicated in Paragraph Reference 1.8 of the Data Sheet, we undertake to negotiate on the
basis of the proposed staff. Our Proposal is binding upon us and subject to the modifications

resulting from Contract negotiations.

We undertake, if our Proposal is accepted, to initiate the consulting services related to
the assignment not later than the date indicated in Paragraph Reference 7.3 of the Data Sheet.

We understand you are not bound to accept any Proposal you receive.

We remain,

Authorized Signature /In full and initials]: - ---

Name and Title of Signatory: --- -—--
Name of Consultancy Organization: ------
Address: -- --- --- -

! Delete in case no association is foreseen
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FORM TECH- 2: CONSULTANTS ORGANIZATION AND
EXPERIENCE

A - Consultant’s Organization

1. Provide here a brief (two pages) description of the background of your firm/entity
including following and each associate for this assignment and the Business Registration
Certificate

Company Name
. Business Registration
D flI
ate ot Incorporation Number
Postal Address
Email Address Telephone Number
Fax Number Website

2. Annual turnover of the bidder during last 3 years - Annual turnover must exceed Rs. 60
Million in each year.

Financial Year | Audited annual turnover (Exact figures must be provided)

Rs.

Rs.

Rs.
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B - Consultant’s Experience

[Using the format below, provide information on each assignment for which your firm, and
each associate for this assignment, was legally contracted either individually as a corporate
entity or as one of the major companies within an association, for carrying out consulting
services similar to the ones requested under this assignment. Use maximum of 20 pages.]

Name of the Firm?:

Name and address of the
Client:

Assignment Name:

Approx. value of the Duration of assignment
contract: (months):

Location:

Total No of staff months
of the assignment

No of professional staff
months provided by you

Approx. value of the
services provided by
firm:

Start date (month/ year)

Completion date

(month/ year):

Name of associated
Consultants, if any

Name of senior
professional staff of your
firm involved and
functions performed
(indicate most significant
profiles such as Project
Director/ Coordinator,
Team Leader)

Narrative description of Project

Description of actual services provided by your staff within the assignment:

2 Insert firms’ name or associated firms’ name
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FORM TECH -3: COMMENTS AND SUGGESTIONS ON THE
TERMS OF REFERENCE AND COUNTERPART STAFF AND
FACILITIES TO BE PROVIDED BY THE CLIENT

A- On the Terms of Reference

[Present and justify here any modifications or improvement to the Terms of Reference you
are proposing to improve performance in carrying out the assignment (such as deleting some
activity you consider unnecessary, or adding another, or proposing a different phasing of the
activities). Such suggestions should be concise and to the point, and incorporated in your
proposal]

N/A
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B - On Counterpart Staff and Facilities

[Comment here on counterpart staff and facilities to be provided by the Client according to
paragraph Reference 1.4 of the Data Sheet including: administrative support, office space,
local transportation, equipment, data, etc.]
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FORM TECH- 4: DESCRIPTION OF APPROACH, METHODOLOGY AND WORKPLAN FOR
PERFORMING THE ASSIGNMENT

The Technical Proposal shall provide the information indicated under the following points from

(a) to (¢).

a) A description of the Consultant's experience on assignments of similar nature. For each assignment, the description should include a brief
description of the project, names of Consultancy organization or other professional staff who participated, duration of the assignment,
contract amount, and Consultant's involvement. All assignments completed by the Consultant working both privately or through other
consulting firms should be mentioned. Consultant should be prepared to substantiate the claimed experience if so, requested by the Client.

b) A brief description of the approach, methodology and work plan for performing the assignment covering the following subjects:

a. Technical Approach and Methodology - Briefly explain your understanding of the objectives of the assignment, approach to the
services, methodology for carrying out the activities and obtaining the expected output, and the degree of detail of such output.
Highlight the problems being addressed and their importance, and explain the technical approach that would adopt to address them.

b. Work Plan - Propose the main activities of the assignment, their content and duration, phasing and interrelations, milestones
(including interim approvals by the Client), and delivery dates of the reports. The proposed work plan should be consistent with the
technical approach and methodology.

Financial Proposal

The Financial Proposal shall list all costs associated with the assignment with detailed breakdown where activities and items described in the Technical
Proposal can be priced separately; activities and items described in the Technical Proposal but not priced, shall be assumed to be included in the prices of
other activities or items.
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FORM TECH-5: TEAM COMPOSITION AND TASK ASSIGNMENTS

Professional Staff

Name Firm Designation Qualifications| No of years of |[Position Task/s
& Area of relevant Assigned Assigned
Expertise industry
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FORM TECH 6: CURRICULUM VITAE OF PROPOSED PROFESSIONAL STAFF

Proposed Position®:
Name of Firm*:
Name of Staff>:
Date of Birth: Nationality:

Education®:

Membership of Professional Associations:

Other Relevant Qualifications’:

Languages®:

o 0 XA N A W N =

Relevant experiences:

10. Employment Record®:

From [ Year]: to [Year]: ---—---- === =- oo mom oo o e e

Employer:

Positions held (with brief description): ——--- - - --- = ~-- =z ~=- -
11. Certification:

I, the undersigned, certify that to the best of my knowledge and belief, this CV correctly describes myself, my
qualifications and my experience. I understand that any willful misstatement described herein may lead to my
disqualification or dismissal if engaged.

Date---------

[Signature of staff member]

- Date---------
[Signature of authorized representative of the client]

Full name of authorized representative: =----=—- === === == e mmm emm e e e e

3 Only one candidate shall be nominated for each position

4 Insert name of firm proposing the staff

> Insert full name

% Indicate/ university and other specialized education of staff member, giving names of institutions, degrees
obtained, and dates of obtainment

7 Indicate significant qualifications/ training

8 For each language indicate proficiency: good, fair, or poor in speaking, reading, and writing:

9 Starting with present position, list in reverse order every employment held by staff member since graduation,
giving for each employment ( see format): dates of employment, name of employing organization, positions held
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FORM TECH-7: STAFFING SCHEDULE!"

No | Name of Staff Staff input (in the form of a bar chart)!! Total staff-month input
1 l2 13 4 |5 |6 |7 |8 [o [10]11]12]n [office | Fiela | Total
National
1 (Office)
(Field)
2
n
Subtotal
Foreign'?
1 (Office)
(Field)
2
n
Subtotal
Total

Full time input
% Part time input

10 For Professional Staff the input should be indicated individually; for Support Staff it should be indicated by category (e.q.: draftsmen, clerical staff, etc.)
11 Months are counted from the start of the assignment. For each staff indicate separately staff input for office and field work
12 Only if Expatriate staff is proposed

Forms-10



FORM TECH- 8: WORK SCHEDULE

e Activity® Months!*
1 2 4 7 10 11 12
1
2
3
4
5
6
7
8
n

13 Indicate the deliverables identified under subsection D of the TOR
4 Duration of activities shall be indicated in the form of a bar chart.
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Section 4. Financial Proposal - Standard Forms

[Comments in brackets [ ] provide guidance to the interested parties for the preparation of

their Financial Proposals; they should not appear on the Financial Proposals to be

submitted.]

Financial Proposal Standard Forms shall be used for the preparation of the Financial Proposal

according to the instructions provided under para. 3.6 of Section 2.

FIN-1

FIN-2

FIN-3

FIN-4

FIN-5

Financial Proposal Submission Form
Summary of Costs
Breakdown of Remuneration

Reimbursable expenses

Breakdown of Costs by Activity (if requested under Clause 3.6 of Data Sheet)
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FORM FIN- 1: FINANCIAL PROPOSAL SUBMISSION FORM

[Location, Date]

To: [Nameand address of Client]

We, the undersigned, offer to provide the consulting services for [Name of the consultancy service]
in the electricity industry of Sri Lanka, in accordance with your Request for Proposal dated [insert
date] and our Technical Proposal. Our attached Financial Proposal is for the sum of [Insert

amount(s) in words and figures'].

Our Financial Proposal shall be binding upon us subject to the modifications resulting from
Contract negotiations, up to expiration of the validity period of the Proposal, i.e. before the

date indicated in Paragraph Reference 1.8 of the Data Sheet.

We understand you are not bound to accept any Proposal you receive.

Authorized Signature [In full and initials]:

Name and Title of Signatory:--------- -

Name of Firm: - -

Address: -

1> Amounts must coincide with the ones indicated under Total Cost of Financial proposal in Form FIN-2
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FORM FIN-2: SUMMARY OF COSTS

Local cost Foreign Cost
(Sri Lankan
Rupees) Currency Amount
IN/A
Remuneration (from FIN 3)
IN/A

Other Expenses (From FIN 4)

Total costs of Financial Proposal carried
to Financial Proposal Submission Form
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FORM FIN- 3: BREAKDOWN OF REMUNERATION

Name!®

Position!”

Input (Staff
Months)

Staff Month Rate

Amount

Currency Amount

Local
Currency

Foreign Currency

Currency Amount

Total cost carried to FIN-2

16 professional staff should be indicated individually; Support Staff should be indicated per category (e.g.: draftsmen, clerical staff).

17 positions of professional staff shall coincide with the ones indicated in Form TECH-5.
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FORM FIN- 4: BREAKDOWN OF OTHER EXPENSES

No Description!®

Unit

Quantity

Unit Cost" Amount
Local in Sri Foreign Local in Sri Foreign
Lankan Rupees | Currency | Amount | Lankan Rupees | Currency | Amount

Total costs carried to FIN- 2

18 Delete items that are not applicable or add other items required
19 Should not repeat remuneration considered under Form Fin -4

Forms-16




FORM FIN-5 BREAKDOWN OF COST BY ACTIVITY

Group of Activities (Phase)®”: Description?!
Unit Cost Amount
No Description® Unit Quantity | Local (Sri Foreign Local (Sri Foreign
Lankan Rupees) Currency Amount Lankan Rupees) Currency JAmount
Remuneration?
1 Month?*
2
3
4
Sub-total Remuneration
Other Expenses?®
1
2
3
4
Sub-total Other Expenses
Total for Activity (Including all Taxes)

20 Name/s of activity/ies (phase) should be the same as the ones indicated in the second column of Form TECH-8 (deliverables identified under subsection D of the TOR)
21 Short description of the activities whose cost breakdown is provided in this Form

22 Delete items that are not applicable or add other items required

23 Insert name of staff below

24 If applicable change to Day/Hour

2 List the item
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Section 5.

Terms of Reference

Assessment on Cybersecurity Readiness of Electricity Network and
Critical Generation Facilities in Sri Lanka & Development of a
Cybersecurity Audit Framework specific to grid operations, SCADA,
and critical infrastructure protection

1. Background:

The Public Utilities Commission of Sri Lanka (“the Commission”), is the statutory regulator of the
electricity industry in Sri Lanka, entrusted with the responsibility of regulating the generation,
transmission, distribution, supply, trade, and procurement of electricity in Sri Lanka.

The transmission system in Sri Lanka is vital for ensuring the reliable delivery of electricity across
the island. The electricity sector of Sri Lanka relies on digitally interconnected systems, including
Supervisory Control and Data Acquisition (SCADA), Energy Management Systems (EMS),
substation automation systems, communication networks, and other information and operational
technology platforms to ensure secure, reliable, and efficient power system operation. These systems
are critical to the operation of the national transmission network and grid connected generation
facilities. Therefore, these systems are highly vulnerable to cyberattacks that can cause large scale
service disruptions, safety hazards, and economic impacts, even though certain OT-IT security
mechanisms could already be in place. Therefore, ensuring the cybersecurity resilience of the
transmission network and critical generation infrastructure is a national priority.

The proposed engagement involves a four-stage strategic initiative to fortify the cybersecurity
resilience of the national power grid. Initially, the consultant will conduct a comprehensive
Discovery phase, utilizing the C2M2 v2.1 framework to establish Maturity Indicator Levels (MILs)
across ten domains, while performing a technical gap analysis of SCADA/EMS and communication
protocols to identify vulnerabilities. This phase also includes benchmarking existing practices against
international standards like IEC 62443. Following the assessment, a Maturity Baseline will be
established to provide a "Point Zero" quantitative snapshot and a defensible evidence ledger,
supported by a prioritized, cost-aware remediation roadmap to bridge identified security gaps. The
third task focuses on Governance, involving the development of a robust Governance Framework.
This includes a Compliance Framework to set target MILs and policies, an Audit and Verification
Framework to ensure adherence via standardized checklists, and a benchmarking methodology to
track performance through defined KPIs. Finally, the initiative concludes with Enablement, designed
to strengthen institutional capacity through operational toolkits, standardized risk management
procedures, and regulatory guidance. Comprehensive knowledge transfer via hands-on workshops
will empower technical and leadership teams to independently sustain the new governance system.
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ELECTRICITY SECTOR CYBERSECURITY MATURITY ROADMAP

A four-stage strategic approach to strengthening the national power grid's resilience using the C2M2 framework.

PHASE 1: PHASE 2: PHASE 3:

DISCOVERY BASELINE GOVERNANCE

Finding Recording Building Empowering

the Gaps Point Zero the Rules the People

» C2M2 Maturity » Official Maturity » Compliance * Institutional
Assessment Profile Framework Capacity Building

+ SCADA/EMS » Evidence Ledger * OT Security « Operational Toolkits

Standards

Vulnerability Scan « Remediation (SOPs)

+ Technical Gap Analysis Roadmap : éugt';;‘ Verification * Knowledge Transfer
* International * Prioritized Risk 5 G)(')vernance + Continuous
1 Benchmarking Fixes ( Policies Monitoring

STRATEGIC FLOW

This four-step methodology ensures that Electricity Industry in Sri Lanka moves from current fragmented security landscape to a mature
and standardized security posture starting with initial awareness and achieving operational excellence finally. By utilizing the C2M2
(Cybersecurity Capability Maturity Model), throughout the lifecycle, a data drive path toward higher resilience levels would be implemented.

As the above diagram shows, this strategic engagement follows a four-stage progression designed to
transition the electricity network consisting of 4 steps from initial assessment to operational
independence. It begins with a comprehensive Discovery of security gaps, followed by establishing a
quantitative Baseline and remediation plan. Subsequently, a robust Governance Framework for
compliance and auditing is built, culminating in the Enablement of institutional capacity through
practical tools and training.

Accordingly, PUCSL seeks to engage a qualified Consultant or Consulting Firm to carry out this
assignment.

2. The Objectives and the Scope of Work:

Objectives

In the above context the Commission wishes to enlist the services of a consultant to undertake the
above assignment. The primary objectives of this assignment are to:

Task 1: Cybersecurity Maturity Assessment & Gap Analysis

e 1.1 Maturity Assessment (C2M?2): Utilizing the C2M2 v2.1 (or latest) to establish Maturity
Indicator Levels (MILs) across all ten domains, with a primary focus on OT and grid-connected
control systems.

e 1.2 Technical Gap Analysis: Identifying and prioritizing specific risks and vulnerabilities within
grid operations (SCADA/EMS, communication protocols like DNP3/IEC 61850, and supporting
IT/OT infrastructure).
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e 1.3 International Standard Alignment: Benchmarking current practices against ISO/IEC 27001,
IEC 62443, and NIST CSF to identify gaps in global resilience compliance.

Task 2: Establishment of the Maturity Baseline & Remediation Roadmap

e 2.1 The Maturity Profile: A quantitative visualization (MIL scores) providing a "Current State"
snapshot.

e 2.2 The Evidence Ledger: A defensible record of configurations and observations justifying the
scores.

e 2.3 Remediation Roadmap: A prioritized, cost-aware action plan to address the gaps identified in
Task 1.2, designed to move the organization toward the desired maturity levels.

Task 3: Cybersecurity Governance Framework
e 3.1 Compliance Framework:
o Definition of Target MILs for different asset classes.

o Development of organizational policies and technical standards that bridge C2M?2
maturity goals with international standard requirements.

e 3.2 Audit & Verification Framework:

o Creation of a recurring audit cycle and standardized audit checklists derived from the
Compliance Framework.

o Definition of RACI (Responsible, Accountable, Consulted, Informed) roles for
cybersecurity oversight.

e 3.3 Benchmarking & Performance Metrics:
o A structured process for periodic C2M?2 re-assessment.

o Definition of Cybersecurity KPIs to track maturity growth and the effectiveness of
security investments against the Task 2 Baseline.

Task 4: Institutional Capacity Building & Operational Readiness

The Consultant shall provide the necessary guidance, tools, and training to ensure the long-term
institutionalization of the Cybersecurity Governance Framework. This task includes:

e 4.1 Operational Toolkits: Provision of practical tools (e.g., risk registers, incident response
templates, and continuous monitoring dashboards) tailored to the NSO’s operational
environment.

e 4.2 Guidance for Risk Management & Monitoring: Development of a "Standard Operating
Procedure" (SOP) for continuous risk management and real-time monitoring of grid-connected
systems.

e 4.3 Regulatory Compliance Roadmap: Specific guidance on how to maintain ongoing
compliance with Sri Lankan national cybersecurity regulations and international energy sector
mandates.
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e 4.4 Knowledge Transfer & Training: Delivery of hands-on workshops for technical staff and
management briefings for leadership to ensure they can independently operate the new
Governance Framework.

Technical Scope

The "Technical Gap Analysis" and vulnerability identification mentioned in Task 1 are intended as
macro-level assessments of the system's security architecture and process maturity. This assignment
is strictly a Cybersecurity Capability Maturity Assessment (C2M2) and does not include active
"white hat" activities, such as Vulnerability Assessment and Penetration Testing (VAPT), intrusive
scanning, or simulated exploit attempts on live operational systems. The focus remains on evaluating

the robustness of existing security controls, configurations, and management practices.

Primary Methodology

The selected consultant is required to use Cybersecurity Capability Maturity Scope of Work would
extend to conducting the following specific analytical activities

a) Review of Existing Systems and Practices

1. Conduct a detailed assessment of the existing IT architecture of the electricity network relevant
to the following facilities/infrastructure
e National System Control Centre
e Lakvijaya Power Station
e Victoria Power Station
e Kotmale Power Station
e Biyagama Grid Substation
e Selected Telecommunication & Data Network Hubs
2. Review cybersecurity policies, procedures, standards, guidelines and incident response
mechanisms currently in place governing the electricity network
3. Assess the interfaces and data exchange arrangements between the National System Operator,
the National Transmission Network Service Provider, and grid-connected generation facilities.

b) Cybersecurity Readiness Assessment

1. Conduct a comprehensive cybersecurity readiness assessment covering:
e SCADA, EMS and substation automation systems
e Communication and networking infrastructure
e Primary and Backup Control centers
e Interfaces with generation facilities
2. Identify cybersecurity threats and potential attack vectors relevant to grid operations, identified
critical facilities/ assets and power plant interfaces, considering threat actors, attack scenarios,
and sector specific cybersecurity risks.
3. Assess the capability and maturity of existing cybersecurity controls and practices across key
domains, including governance structures, risk management practices, access control
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d)

mechanisms, system monitoring, incident detection and response capabilities, and recovery and
resilience arrangements.

Risk Analysis and Gap Assessment

Identify gaps against relevant international cybersecurity standards, guidelines, and sector
specific frameworks applicable to electric power systems.

Prioritize risks based on their potential impact on system operation, safety, reliability, and system
wide stability, enabling informed decision making and targeted risk mitigation.

Development of Cybersecurity Audit Framework

Recommend a comprehensive Cybersecurity Audit Framework and associated Implementation
Guidelines specifically tailored for:

e Transmission grid operations

e SCADA system

e Protection of critical electricity infrastructure
Define audit domains, assessment criteria, maturity indicators, scoring mechanisms, and
standardized reporting formats.
The framework shall support periodic audits, compliance assessments, and effective regulatory
oversight by ensuring traceability, transparency, and consistency with regulatory expectations.

Implementation Support and Validation

Pilot and validate the proposed cybersecurity audit framework on selected transmission and grid
related systems to assess its applicability, effectiveness, and practicality. The pilot activities shall
be limited to framework validation and shall not include the deployment of cybersecurity
controls, system modifications, or operational changes within live production environments
Evaluate the outcomes and lessons learned from the pilot validation exercise and refine the
Cybersecurity Audit Framework accordingly to improve its effectiveness, usability, and
alignment with the operational context of the Transmission Network Operator

Develop practical guidelines, checklists, supporting tools and matrices to enable the
Transmission Network Operator to conduct internal cybersecurity audits in a consistent and
effective manner, based on the finalized and validated Cybersecurity Audit Framework

Reporting and Recommendations

Prepare a comprehensive report that consolidates all assessment outcomes, including identified
vulnerabilities, deficiencies, cybersecurity risks, potential consequences of inaction, and areas
requiring improvement

Deliver a presentation on the key findings and recommendations

GC-5



3. Propose prioritized actionable recommendations to improve cybersecurity resilience covering
technical, procedural, and organizational measures

4. Provide a phased implementation roadmap, outlining short term, medium term, and long term
improvement initiatives, including system upgrades, policy enhancements, and capacity building
requirements.

5. Prepare a comprehensive Cybersecurity Audit Framework

4. Operational Safety and Non-Disruption Requirements

The Consultant shall ensure that all assessment activities are carried out in a manner that does not
adversely impact the availability, integrity, reliability, or operational safety of live systems, including
SCADA/EMS and other operational technology (OT) environments.

Under no circumstances shall the Consultant execute any activity that may disrupt real-time operations,
control functions, or communication systems associated with critical electricity infrastructure.

Any assessment activities involving operational or live environments shall be conducted strictly:

e  With prior written approval of the Client; and

e In close coordination with the relevant system operators, plant authorities, and designated
operational personnel.

e Subject to formal downtime requests (in contexts where downtimes are possible): Where a
system disruption or operational downtime is deemed strictly necessary to perform the required
assessment activities, the Consultant must formally request and secure such downtime from the
relevant system operator and the Client prior to proceeding

The Consultant shall adopt a risk-informed and non-intrusive approach and shall comply with all site-
specific operational protocols, safety guidelines, and access control procedures throughout the
engagement.

5. Information Security, Confidentiality, and Data Protection Requirements

Given the sensitive nature of the assignment involving electricity network infrastructure,
SCADA/EMS environments, operational technology (OT) systems, and associated communication
systems, the Consultant shall strictly adhere to the following requirements:

i. Confidentiality Obligations

The Consultant shall treat all information, data, documents, systems, and materials accessed or generated
during the course of the assignment as strictly confidential. The Consultant shall not, without prior
written approval of the client, disclose such information to any third party under any circumstances,
whether during or after completion of the assignment. These confidentiality obligations shall remain in
force even after termination or completion of the assignment.

ii. Non-Disclosure Requirements
The Consultant, including all personnel, sub-consultants, and affiliates involved in the assignment, shall
be required to sign a Non-Disclosure Agreement (NDA) acceptable to the Client prior to commencement
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of the work. The Consultant shall ensure that no unauthorized disclosure, duplication, or use of sensitive
information occurs at any stage of the assignment.

iii. Restrictions on Data Sharing and Exporting
The Consultant shall not share, transmit, reproduce, or export any data or information related to the
SCADA/EMS systems, without prior explicit written approval of the Client. All data access shall be
strictly limited to personnel authorized for the assignment and only for purposes directly related to the
scope of work.

iv. Secure Handling and Storage of Information
The Consultant shall establish and maintain appropriate administrative, technical, and physical
safeguards to ensure the security of all information obtained during the assignment.
This shall include, but not be limited to:
e Use of secured and access-controlled systems for storage of electronic data
¢ Encryption of sensitive data in transit and at rest
e Strict access control mechanisms based on least-privilege principles
e Secure handling of any physical records or devices containing sensitive information
The Consultant shall ensure that all personnel comply with internationally accepted cybersecurity and
information security best practices.

v. Ownership of Data and Information

All data, reports, records, analysis outputs, and materials generated or collected under this assignment
shall be the sole property of the Client. The Consultant shall not retain any ownership, rights, or claims
over such information.

vi. Data Retention, Return, and Disposal
Upon completion or termination of the assignment, the Consultant shall:
e Promptly return all data, documents, and materials (in both physical and electronic form) to the
Client; and
e Permanently delete or destroy all copies of such information in its possession, including backups,
in a secure and verifiable manner.
The Consultant shall provide written certification confirming compliance with the data deletion and
disposal requirements.

6. Timelines for Completion of the Study

No Deliverable Timeline Payment
1 Inception Report (detailing methodology, | 4 Weeks from the 10%
work plan, data requirements) contract
2 | Interim Progress Report 8 Weeks from the 20%
contract
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3 Data Assessment and Preliminary Findings | 16Weeks from the 20%
Report contract

4 | Draft Final Report 22Weeks from the 30%
contract

5 | Final Report 25 Weeks from the 20%
contract

Deliverables Schedule:

Task /
as Deliverable Title Description of Deliverable Content
Subtask
Cybersecurity
Task 1 Assessment & Gap A comprehensive document covering all subtasks in Task 1.
Report
C2M2 Maturity A detailed assessment report d.ocument?ng Maturit§‘/ ?ndicator
1.1 Levels (MILs) for all 10 domains, specifically detailing the
Assessment Report . .
OT/grid control environment.
A technical identifyi 1 ilities i ADA/EM
Technical Vulnerability technical report identifying vulnerabi .1tles in SC. A/ : S, .
1.2 . DNP3/IEC 61850 protocols, and IT/OT interfaces, including a risk-
& Gap Analysis Report .
ranked list of gaps.
L3 International Standards ||A cross-mapping report benchmarking the current state against
' Alignment Matrix ISO/IEC 27001, IEC 62443, and NIST CSF.
Baseline & Remediati .
Task 2 aseiine eMEEHON i The foundational "Current State" record and "Future State" plan.
Strategy
)1 Maturity Profile & High-level quantitative visualizations (charts/graphs) of MIL
' Executive Dashboard scores and a summary for executive leadership.
59 Verified Evidence A compiled repository or database of configuration screenshots,
’ Ledger logs, and interview notes that justify the assigned MIL scores.
)3 Cybersecurity A multi-year, phased implementation plan including timelines,
' Remediation Roadmap  |[estimated costs, and prioritized actions to close identified gaps.
Governance & . . L
Task 3 The official documentation and rulebook for the organization.

Compliance Framework
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Task
ask / Deliverable Title Description of Deliverable Content
Subtask
. . A suite of formal organizational policies and technical standards
3.1 Cybersecurity Policy & defining target MILs and aligning C2M2 with international
’ Standards Manual g targ gning
regulations.
. A comprehensive audit package including standardized checklists,
Audit P & RACI . . .
3.2 Mlzltrlix rogram a recurring audit schedule, and a detailed RACI chart for
governance roles.
13 Performance Metrics & [|A structured framework defining Cybersecurity KPIs and the
' Re-assessment Protocol |[formal procedure for future periodic self-assessments.
Institutional C ity &
Task 4 it u tona’ f-apactty The "Handover" phase including tools and training.
Readiness
Operational Toolkit A digital toolkit containing fl‘.mctional Risk Registers, .Inc‘ident
4.1 Response templates, and designs for Continuous Monitoring
Package
dashboards.
40 Standard Operating Formalized SOP manuals for continuous risk management and
' Procedures (SOPs) real-time monitoring of grid-connected systems.
Regulatory Compliance A.roadr.nap speciﬁczlllly outlining steps to rnaint.ain compliance
4.3 o . with Sri Lankan national regulations and evolving global energy
Sustainability Guide
mandates.
Knowledge Transfer & A ﬁngl report inclu'ding training curricula, copies of workshop
4.4 .. materials/presentations, and a record of technical staff and
Training Report
management attendance.

7. Duration of Assignment

The assignment is expected to be completed within twenty-five (25) Weeks from the date of
contract awarding.
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Section 6. Standard Form of Contract

This is a draft contract. The information indicated in the Special Conditions may be subjected to
changes on the basis of the final Terms of Reference and the Contract Negotiations as agreed by

the Client and the Consultants.
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I. Formof Contract

This CONTRACT (hereinafter called the “Contract”) is made the [day] day of the month of
[month], [year], between, on the one hand, [name of Client] (hereinafter called the “Client”)
having its principal place of business at............. and, on the other hand, [name of Consultant]
(hereinafter called the “Consultant”) having its principal place of business at..............

[Note: If the Consultant consist of more than one entity, the above should be partially
amended to read as follows: “...(herein after called the “Client”) and, on the other hand, a joint
venture/ consortium/ association consisting of the following entities, each of which will be
jointly and severally liable to the Client for all the Consultant’s obligations under this Contract,
namely , [name of Consultant] and [name of Consultant] (hereinafter called the “Consultant™).]

WHEREAS

(a)  the Client has requested the Consultant to provide certain consulting services as
defined in this Contract (hereinafter called the “Services”);

(b)  the Consultant, having represented to the Client that it has the required professional skills,
and personnel and technical resources, has agreed to provide the Services on the terms and
conditions set forth in this Contract;

NOW THEREFORE the parties hereto hereby agree as follows:

1.  The following documents attached hereto shall be deemed to form an integral part of
this Contract:

(a) The General Conditions of Contract;
(b) The Special Conditions of Contract;
(c) The following Appendices:

Appendix A: Description of Services

Appendix B: Reporting Requirements

Appendix C: Personnel and Sub-Consultants

Appendix D: Breakdown of Contract Price

Appendix E: Services and Facilities provided by the Client
Appendix G: Form of Advance Payment Guarantee

2. The mutual rights and obligations of the Client and the Consultant shall be as set forth in

the Contract, in particular:
(a) the Consultants shall carry out the Services in accordance with the provisions of the

Contract; and
(b) the Client shall make payments to the Consultants in accordance with the provisions

of the Contract.
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IN WITNESS WHEREOF, the Parties here have caused this Contract to be signed in their
respective names as of the day and year first above written.

For and on behalf of [name of Client]

[Authorized Representative]

For and on behalf of [name of Consultant]

[Authorized Representative]

[Note: If the Consultant consists of more than one entity, all these entities should appear as
signatories, e.g., in the following manner:]

For and on behalf of each of the M embers of the Consultant

[name of member]

[Authorized Representative]

[name of member]

[Authorized Representative]
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1.1 Definitions

II. General Conditions of Contract

1. GENERAL PROVISIONS

Unless the context otherwise requires, the following terms whenever
used in this Contract shall have the following meaning:

a) “Applicable Law” means the laws and any other instruments having
the force of law in the Democratic Socialist Republic of Sri Lanka, as
they may be issued and in force from time to time;

b) “Consultant” means any private or public entity that will provide the
Services to the Client under the Contract;

c) “Contract” means the contract signed by the Parties and all the
attached documents listed in its Clause 1 hereunder including,
General Conditions (GC), the Special Conditions (SC), and the
Appendices;

d) “Contract Price” means the price to be paid for the performance of the
Services, in accordance with Clause 6 of General Conditions;

€) “Day’means calendar day;

f) “Effective Date” means the date on which this Contract comes in to force
and effect pursuant to Clause GC 2.1;

g) “Foreign Currency” means any currency other than Sri Lankan
Rupees;

h) “GC” means these General Conditions of Contract;

1) “Member” means any of the entities that make up the joint venture/
consortium/association, and “Members” means all these entities;

J) “Party” means the Client or the Consultant, as the case may be, and
“Parties” means both of them;

k) “Personnel” means persons hired by the Consultant or by any
Sub-Consultants and assigned to the performance of the
Services or any part thereof. “Foreign Personnel” means such
professionals and support staff who at the time of being so provided
had their domicile outside Sri Lanka; “National Staff” means such
professionals and support staff who at the time of being so provided
had their domicile inside Sri Lanka; and “Key Personnel” means the
Personnel referred to in Clause GC 4.2;

1) “Reimbursable Expenses” means all assignment- related costs that will be
paid by the Consultant on actuals;

m) “SC” means the Special Conditions of Contract by which the GC
may be amended or supplemented;

n) “Services” means the work to be performed by the Consultant
pursuant to the Contract, as described in Appendix A hereto;

0) “Sub-Consultants” means any person or entity to whom/which the
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1.2

1.3

1.4

1.5

1.6

1.7

1.8

Relationship
between the
Parties

Law
Governing
Contract

Language

Headings
Notices

1.6.1

1.6.2

Location

Authority of
Member in
Charge

Consultant subcontracts any part of the Services;

p) “Third Party” means any person or entity other than the
Government, the Client, the Consultant or a Sub-Consultant; and

q) “In Writing” means communicated in written form with proof of
receipt.

Nothing contained herein shall be construed as establishing a
relationship of master and servant or of principal and agent as between
the Client and the Consultant. The Consultant, subject to this Contract,
has complete charge of Personnel and Sub-Consultants, if any
performing the Services and shall be fully responsible for the Services
performed by them or on their behalf hereunder.

This contract, its meaning and interpretation, and the relation between
the Parties shall be governed by the Applicable Law.

This Contract has been executed in English Language, which shall be the
binding and controlling language for all matters relating to the meaning
or interpretation of this Contract.

The headings shall not limit, alter or affect the meaning of this Contract

Any notice, request or consent required or permitted to be given or
made pursuant to this Contract shall be in writing Any such notice,
request or consent shall be deemed to have been given or made when
delivered in person to an authorized representative of the Party to
whom the communication is addressed, or when sent to such Party at
the address specified in the SC;

A Party may change its address for notice hereunder by giving the
other Party notice in writing of such change to the address specified in
the SC.

The Services shall be performed at such locations as are specified in
Appendix A hereto and, where the location of a particular task is not so
specified, at such locations, as the Client may approve.

In case the Consultant consists of a joint venture/consortium/association
of more than one entity, the Members hereby authorize the entity
specified in the SC to act on their behalf in exercising all the
Consultant’s rights and obligations towards the Client under this
Contract, including without limitation the receiving of instructions and
payments from the Client.
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1.9 Authorized

Representativ
es

1.10 Taxes and

2.

2.1

2.2

23

24

2.5

Duties

Any action required or permitted to be taken, and any document
required or permitted to be executed under this Contract by the Client or
the Consultant may be taken or executed by the officials specified in
the SC.

The Consultant, Sub-Consultants, and their Personnel shall pay
such indirect taxes, duties, fees, and other impositions levied under
the Applicable Law, the amount of which is deemed to have been
included in the Contract Price.

COMMENCEMENT, COMPLETION, MODIFICATION AND TERMINATION OF

Effectiveness
of Contract

Commenceme
nt of Services

Expiration of

Contract

Modification
or Variations

Force
Majeure

CONTRACT

This Contract shall come into force and effect on the date (the
“Effective Date”) of the Client’s notice to the Consultant instructing the
Consultant to begin carrying out the Services. This notice shall confirm
that the effectiveness conditions, if any, listed in the SC have been
met.

The Consultant shall begin carrying out the Services not later than the
number of Days after the Effective Date specified in the SC.

Unless terminated earlier pursuant to Clause GC 2.7 hereof, this
Contract shall expire at the end of such time period after the Effective
Date as specified in the SC.

Any modification or variation of the terms and conditions of this
Contract, including any modification or variation of the scope of the
Services, may only be made by written agreement between the Parties.
However, each Party shall give due consideration to any proposals for
modification or variation made by the other Party.
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2.5.1 Definition

2.5.2 No breach
of
Contract

2.5.3 Measures to
be Taken

(a) For the purposes of this Contract, “Force Majeure” means an event
which is beyond the reasonable control of a Party, is not foreseeable,
is unavoidable, and which makes a Party’s performance of its
obligations hereunder impossible or so impractical as reasonably to
be considered impossible in the circumstances, and includes, but is
not limited to, war, riots, civil disorder, earthquake, fire, explosion,
storm, flood or other adverse weather conditions, strikes, lockouts or
other industrial action (except where such strikes, lockouts or other
industrial action are within the power of the Party invoking Force
Majeure to prevent), confiscation or any other action by Government
agencies;

(b) Force Majeure shall not include (i) any event which is caused by
the negligence or intentional action of a Party or such Party’s Sub-
Consultants or agents or employees, nor (ii) any event which a
diligent Party could reasonably have been expected both to take into
account at the time of the conclusion of this Contract, and avoid or
overcome in the carrying out of its obligations hereunder;

(c) Force Majeure shall not include insufficiency of funds or failure to
make any payment required hereunder.

The failure of a Party to fulfill any of its obligations under the Contract
shall not be considered to be a breach of, or default under, this
Contract in so far as such inability arises from an event of Force
Majeure, provided that the Party affected by such an event (a) has
taken all reasonable precautions, due care and reasonable alternative
measures in order to carry out the terms and conditions of this Contract,
and (b) has informed the other Party as soon as possible about the
occurrence of such an event.

(a) A Party affected by an event of Force Majeure shall continue to
perform its obligations under the Contract as far as is reasonably
practical, and shall take all reasonable measures to minimize the
consequences of any event of Force Majeure.

(b) A Party affected by an event of Force Majeure shall notify the
other Party of such event as soon as possible, and in any case not
later than fourteen (14) Days following the occurrence of such
event, providing evidence of the nature and cause of such event,
and shall similarly give written notice of the restoration of normal
conditions as soon as possible.

(c) Any period within which a Party shall, pursuant to this Contract,
complete any action or task, shall be extended for a period equal to
the time during which such Party was unable to perform such action
as aresult of Force Majeure.
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(d) During the period of their inability to perform the Services as a
result of an event of Force Majeure, the Consultant, up on
instructions by the Client, shall either:

(1) demobilize, in which case the Consultant shall be reimbursed
for additional costs they reasonably and necessarily incurred,
and, if required by the Client, in reactivating the Services; or

(i1) continue with the Services to the extent possible, in which
case the Consultant shall continue to be paid under the
terms of this Contract and be reimbursed for additional
costs reasonably and necessarily incurred,

(e) In the case of disagreement between the Parties as to the
existence or extent of Force Majeure, the matter shall be settled
according to Clause GC 8.

2.6 Suspension The Client may, by written notice of suspension to the Consultant,
suspend all payments to the Consultant hereunder if the Consultant
fails to perform any of its obligations under this Contract, including the
carrying out of the Services, provided that such notice of suspension (i)
shall specify the nature of the failure, and (ii) shall request the
Consultant to remedy such failure within a period not exceeding thirty
(30) Days after receipt by the Consultant of such notice of suspension.

2.7 Termination

2.7.1 By the The Client may terminate this Contract in case of the occurrence of any
Client of the events specified in paragraphs (a) through (f) of this Clause GC
2.7.1. In such an occurrence the Client shall give not less than (30)
Days’ written notice of termination to the Consultant, and sixty (60)
Days’ in the case of the event referred to in (e);

(a) If the Consultant fails to remedy a failure in the performance of
its obligations hereunder, as specified in a notice of suspension
pursuant to Clause GC 2.6 hereinabove, within thirty (30) Days
of receipt of such notice of suspension or within such further
period as the Client may have subsequently approved in writing;

(b) If the Consultant becomes (or, if the Consultant consists of more
than one entity, if any of its Members becomes) insolvent or
bankrupt or enter into any agreements with their creditors for
relief of debt or take advantage of any law for the benefit of
debtors or go in to liquidation or receivership whether
compulsory or voluntary;

(c) If the Consultant fails to comply with any final decision reached
as a result of arbitration proceedings pursuant to Clause GC 8
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2.7.2 By the
Consultant

2.7.3 Cessation of
Rights and
Obligations

2.7.4 Cessation of
Services

hereof;

(d) If the Consultant, in the judgment of the Client has engaged in
corrupt or fraudulent practices in competing for or in executing the
Contract;

(e) If, as the result of Force Majeure, the Consultant are unable to
perform a material portion of the Services for a period of not less
than sixty (60) Days;

(f) If the Client, in its sole discretion and for any reason whatsoever,
decides to terminate this Contract.

The Consultant may terminate this Contract, by not less than thirty
(30) Days’ written notice to the Client, such notice to be given after
the occurrence of any of the events specified in paragraphs (a) through (c)
of this Clause GC 2.7.2:

(a) If the Client fails to pay any money due to the Consultant pursuant to
this Contract and not subject to dispute pursuant to Clause GC 8
hereof within sixty (60) Days after receiving written notice from the
Consultant that such payment is overdue;

(b) If, as the result of Force Majeure, the Consultant is unable to
perform a material portion of the Services for a period of not less
than ninety (90) Days;

(c) If the Client fails to comply with any final decision reached as a
result of arbitration pursuant to Clause GC 8 hereof.

Upon termination of this Contract pursuant to Clauses GC 2.7 hereof, or
upon expiration of this Contract pursuant to Clause GC 2.3 hereof, all rights
and obligations of the Parties hereunder shall cease, except (1) such rights
and obligations as may have accrued on the date of termination or
expiration, (ii) the obligation of confidentiality set forth in Clause GC 3.3
hereof, (ii1) the Consultant’s obligation to permit inspection, copying and
auditing of their accounts and records set forth in Clause GC 3.6 hereof, and
(iv) any right which a Party may have under the Applicable Law.

Upon termination of this Contract by notice of either Party to the other
pursuant to Clauses GC 2.7.1 or GC 2.7.2 hereof, the Consultant shall,
immediately upon dispatch or receipt of such notice, take all necessary steps
to bring the Services to a close in a prompt and orderly manner and shall
make every reasonable effort to keep expenditures for this purpose to a
minimum. With respect to documents prepared by the Consultant and
equipment and materials furnished by the Client, the Consultant shall
proceed as provided, respectively, by Clauses GC 3.7 hereof.
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2.7.5 Payment

2.7.6

upon
Termination

Disputes
about events
of
termination

3.1 General
3.1.1 Standard of

3.2

3.2.1

Performance

Conflict of
Interests

Consultants
Not to
Benefit from
Commission
s, Discounts
etc.

Upon termination of this Contract by pursuant to Clauses GC 2.7.1 or GC
2.7.2, the Client shall make the following payments to the Consultant:

(a) Payment and reimbursable expenditures pursuant to Clause GC 6 for
Services satisfactorily performed prior to the effective date of
termination;

(b) expect in the case of termination pursuant to paragraphs (e) and (f) of
Clause GC 2.7.1, reimbursement of any reasonable cost incident to the
prompt and orderly termination of the Contract, including the cost of the
return travel of the Personnel and their eligible dependents.

If either Party disputes whether an event specified in Clause GC 2.7.1 or in
Clause GC 2.7.2 hereof has occurred, such Party may, within forty -five
(45) days after receipt of notice of termination from the other Party, refer the
matter to Clause GC 8 hereof, and this Contract shall not be terminated on
account of such event except in accordance with the terms of any resulting
arbitral award.

3. OBLIGATIONS OF THE CONSULTANT

The Consultant shall perform the Services and carry out their obligations
hereunder with all due diligence, efficiency and economy, in accordance
with generally accepted professional standards and practices, and shall
observe sound management practices, and employ appropriate
technology and safe and effective equipment, machinery, materials and
methods. The Consultant shall always act, in respect of any matter
relating to this Contract or to the Services, as faithful advisers to the
Client, and shall at all times support and safeguard the Client’s
legitimate interests in any dealings with Sub-Consultants or third
Parties.

The Consultant shall hold the Client’s interests paramount, without
any consideration for future work, and strictly avoid conflict with
other assignments or their own corporate interests.

The payment of the Consultant pursuant to Clause GC 6 shall constitute
the Consultant’s only payment in connection with this Contract or the
Services, and the Consultant shall not accept for their own benefit any
trade commission, discount, or similar payment in connection with
activities pursuant to this Contract or to the Services or in the discharge
of their obligations under the Contract, and the Consultant shall use
their best efforts to ensure that the Personnel, any Sub-Consultants, and
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3.2.2 Consultants

3.23

3.3 Confidentiality

3.4

3.5

3.6

and
Affiliates
Not to be
Otherwise
Interested in
Project

Prohibition
of
Conlflicting
Activities

Insurance to
be Taken Out
by the
Consultant

Consultant’s
Action
Requiring
Client’s Prior
Approval

Reporting
Obligations

agents of either of them similarly shall not receive any such additional
payment.

The Consultant agrees that, during the term of this Contract and after its
termination, the Consultant and any entity affiliated with the Consultant,
as well as any Sub-Consultants and any entity affiliated with such Sub-
Consultants shall be disqualified from providing goods, works or
services (other than consulting services) resulting from or directly
related to the Consultant’s Services for the preparation or
implementation of the project.

The Consultant shall not engage, and shall cause their Personnel not to
engage, either directly or indirectly, in any business or professional
activities which would conflict with the activities assigned to them
under this Contract.

Except with the prior written consent of the Client, the Consultant and
the Personnel shall not at any time communicate to any person or entity
any confidential information acquired in the course of the Services, nor
shall the Consultant and the Personnel make public the
recommendations formulated in the course of, or as a result of, the
Services and all Key Personnel shall sign a Declaration of Secrecy as
prescribed in the Public Utilities Commission of Sri Lanka Act. No. 35
0f 2002.

The Consultant (a) shall take out and maintain, and shall cause any Sub-
Consultants to take out and maintain, at their (or the Sub-Consultants’,
as the case may be) own cost but on terms and conditions approved by
the Client, insurance against the risks, and for the coverage, as shall be
specified in the SC; and (b) at the Client’s request, shall provide
evidence to the Client showing that such insurance has been taken out
and maintained and that the current premiums have been paid.

The Consultant shall obtain the Client’s prior approval in writing before

taking any of the following actions:

(a) Entering in to a subcontract for the performance of any part of the
Services;

(b) appointing such members of the Personnel not listed by name in
Appendix C;

(c) any other action that may be specified in the SC.

(a) The Consultant shall complete the Deliverables and submit to the
Client the reports and documents specified in Appendix B hereto, in
the form, in the number and within the time periods set forth in the said
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3.7 Documents
Prepared by
the Consultant
to be the
Property of the
Client

3.8 Accounting
Inspection and
Auditing

4.1 Description of
Personnel

(b)

(@)

(b)

Appendix;

Final reports shall be delivered in CD ROM in addition to the hard
copies specified in said Appendix.

All plans, drawings, specifications, designs, reports, other documents
and software submitted by the Consultant under this Contract shall
become and remain the property of the Client, and the Consultant
shall, not later than up on termination or expiration of this Contract,
deliver all such documents to the Client, together with a detailed
inventory thereof;

The Consultant may retain a copy of such documents and
software. Restrictions about the future use of these documents,
if any, shall be specified in the SC.

The Consultant (i) shall keep accurate and systematic accounts and records in
respect of the Services hereunder, in accordance with accepted accounting
principles and in such form and detail as will clearly identify all relevant time
changes and costs, and the bases thereof, and (ii) shall periodically permit the
Client or its designated representative , and up to two years from the
expiration or termination of this Contract, to inspect the same and make
copies thereof as well as to have them audited by auditors appointed by the
Client, if so required by the Client.

4. CONSULTANT’S PERSONNEL

(a) The Consultant shall employ and provide such qualified and

experienced Personnel and Sub-Consultants as are required to carry
out the Services. The titles, tasks assigned, and estimated periods of
engagement in the carrying out of the Services of the Consultant’s
Key Personnel are described in Appendix C. The Key Personnel and
Sub-Consultants listed by title as well as by name in Appendix C are
hereby approved by the Client;
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4.2 Approval of
Personnel

4.3 Working hours,
Overtime,
Leave, etc.

(b) If required to comply with the provisions of Clause GC 3.1.1 hereof,
adjustments with respect to the estimated periods of engagement of
Key Personnel set forth in Appendix C may be made by the
Consultant by written notice to the Client, provided (i) that such
adjustments shall not alter the originally estimated period of
engagement of any individual by more than 10% or one week,
whichever is larger, and (ii) that the aggregate of such adjustments
shall not cause payments under this Contract to exceed the Contract
Price set forth in Clause GC 6.3 of this Contract. Any other such
adjustments shall only be made with the Client’s written approval,

(c) If additional work is required beyond the scope of the Services
specified in Appendix A, the estimated periods of engagement
of Key Personnel set forth in Appendix C may be increased by
agreement in writing between the Client and the Consultant. In
case where payments under this Contract exceed the Contract
Price set forth in Clause GC 6.30f this Contract, this will be
explicitly mentioned in the agreement.

The Key Personnel and Sub-Consultants listed by title as well as
by name in Appendix C are hereby approved by the Client. In
respect of other Personnel which the Consultant proposes to use in
the carrying out of the Services, the Consultant shall submit to the
Client for review and approval a copy of their Curricula Vitae
(CVs). If the Client does not object in writing (stating the reasons for
the objection) within twenty -one (21) Days from the date of receipt
of such CVs, such Personnel shall be deemed to have been approved
by the Client.

In case where the Consultant will be paid based on the time spend
by any Personnel the working hours and holidays for such
Personnel are set forth in Appendix C hereto. To account for
travel time, Foreign Personnel carrying out Services inside Sri Lanka
shall be deemed to have commenced, or finished work in respect of
the Services such number of day s before their arrival in, or after
their departure from Sri Lanka as is specified in Appendix C hereto.
Such Key Personnel shall not be entitled to be paid for overtime nor
to take paid sick leave or vacation leave except as specified in
Appendix C hereto, and except as specified in such Appendix, the
Consultant’s remuneration shall be deemed to cover these items. All
leave to be allowed to the Personnel is included in the staff- months
of service set forth in Appendix C. Any taking of leave by
Personnel shall be subject to the prior approval by the Consultant
who shall ensure that absence for leave purposes will not delay the
progress and adequate supervision of the Services.
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4.4 Removal and/
or replacement
of Personnel

5.1 Assistance and
Exemptions

(a) Except as the Client may otherwise agree, no changes shall be
made in the Key Personnel. If, for any reason beyond the
reasonable control of the Consultant, such as retirement, death,
medical incapacity, among others, it becomes necessary to replace
any of the Key Personnel, the Consultant shall provide as a
replacement a person of equivalent or better qualifications;

(b) If the Client finds that any of the Personnel have (i)
committed serious misconduct or have been charged with having
committed a criminal action, or (ii) have reasonable cause to be
dissatisfied with the performance of any of the Personnel, then
the Consultant shall, at the Client’s written request specifying the
grounds thereof, provide as a replacement a person with
qualifications and experience acceptable to the Client;

(c) The Consultant shall have no claim for additional costs arising
out of or incidental to any removal and/or replacement of
Personnel.

5. OBLIGATIONS OF THE CLIENT

Unless otherwise specified in the SC, the Client shall use its best
efforts to ensure that the Government of Sri Lanka shall:

(a) Provide where applicable, the Consultant, Sub-Consultants and
Personnel with work permits and such other documents as shall
be necessary to enable the Consultant, Sub-Consultants or
Personnel to perform the Services;

(b) Arrange where applicable, for the Personnel and, if appropriate,
their eligible dependents to be provided promptly with all
necessary entry and exit visas, residence permits, exchange
permits and any other documents required for their stay in Sri
Lanka;

(c) Facilitate where applicable, prompt clearance through customs of
any property required for the Services and of the personal effects
of the Personnel and their eligible dependents;

(d) Issue to officials, agents and representatives of the Government

agencies all such instructions as may be necessary or appropriate
for the prompt and effective implementation of the Services;
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5.2 Change in the
Applicable
Law Related to
Taxes and
Duties

5.3 Services and
Facilities

5.4 Counterpart
Personnel

(e) Provide to the Consultant, Sub-Consultants and Personnel any
such other assistance as may be specified in the SC.

If, after the date of this Contract, there is any change in the
Applicable Law with respect to taxes and duties which increases or
decreases the cost incurred by the Consultant in performing the
Services, then the remuneration and reimbursable expenses otherwise
payable to the Consultant under this Contract shall be increased or
decreased accordingly by agreement between the Parties, and
corresponding adjustments shall be made to the amounts referred to
in Clauses GC 6.2.

(a) The Client shall make available free of charge to the Consultant
the professional and support counterpart personnel, Services and
Facilities listed under Appendix E;

(b) In case that such personnel, services, facilities and property shall
not be made available to the Consultant as and when specified in
Appendix E, the Parties shall agree on ( 1) how the affected part of
the Services shall be carried out; (ii) any time extension that it
may be appropriate to grant to the Consultant for the performance
of the Services, (ii1) the manner in which the Consultant shall
procure any such personnel, services, facilities and property from
other sources, and (iv) the additional payments, if any, to be made
to the Consultant as a result thereof pursuant to Clause GC 6.
Hereinafter.

(a) The Client shall make available to the Consultant free of charge
such professional and support counterpart personnel, to be
nominated by the Client with the Consultant’s advice, if specified
in Appendix E;

(b) If counterpart personnel are not provided by the Client to the
Consultant as and when specified in Appendix E, the Client and
the Consultant shall agree on (i) how the affected part of the
Services shall be carried out, and (ii) the additional payments, if
any, to be made by the Client to the Consultant as a result thereof
pursuant to Clause GC 6.4 for option A or 6.3 for option B;

(c) Professional and support counterpart personnel, excluding
Client’s liaison personnel, shall work under the exclusive
direction of the Consultant. If any member of the counterpart
personnel fails to perform adequately any work assigned to such
member by the Consultant that is consistent with the position
occupied by such member, the Consultant may request the
replacement of such member, and the Client shall not
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6.1

6.2

6.3

6.4

6.5

unreasonably refuse to act upon such request.

6. PAYMENTS TO THE CONSULTANT

Option ‘A’ or  Two options, ‘Option A’ and ‘Option B’ are given below. The
option ‘B’ is applicable option is stated in the SC. If no option is stated in SC,
applicable Option A is applicable.

OPTION A (Clause 6.2 to 6.6 below are applicable)

Lump Sum The total payment due to the Consultant shall not exceed the

Payment Contract Price which is an all-inclusive fixed lump—sum covering all
costs required to carry out the Services described in Appendix A.
Except as provided in Clause 5.2, the Contract Price may only be
increased above the amounts stated in Clause 6.3 if the Parties have
agreed to additional payments in accordance with Clause 2.4 or clause
5.4.

Contract Price  (a) The price payable in Sri Lankan Rupees is set forth in the SC;

(b) The price payable in foreign currency/currencies is set forth in

the SC.
Payment for For the purpose of determining the remuneration and other expenses
Additional due for additional services (other than the training/ workshops
Services identified in item e, f, and h of Appendix B) as may be agreed under

Clause 2.4, rates of the remuneration and other expenses are
provided in Appendices D (b), (c).

If the actual duration of training/ workshops identified in item e, f,
and h of Appendix B is higher or lower than the specified duration,
for the purpose of determining the additional/ reduced cost, the
applicable marginal costs are provided in Appendix D (d).

Terms and Payments will be made according to the payment schedule stated in
Conditions of  the SC. Unless otherwise stated in the SC, the first payment shall be
made against the provision by the Consultant of an advance payment
guarantee acceptable to the Client in an amount (or amounts) and in a
currency (or currencies) specified in the SC. Such guarantee (i) to
remain effective until the advance payment has been fully set off,
and (ii) to be in the form set forth in Appendix G hereto, or in such
other form as the Client shall have approved in writing. The advance
payments will be set off by the Client in installments proportionate
to the payments made to the Consultant. Any other payment shall be
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6.6 Interest on
Delayed
payment

6.2 Cost Estimating
Ceiling Amount

6.3 Remuneration

and
Reimbursable
Expenses

made after the conditions listed in the SC for such payment have
been met, and the Consultant has submitted an invoice to the Client
specifying the amount due.

If the Client has delayed payments beyond thirty (30) days after the

due date stated in the Clause SC 6.5, interest shall be paid to the
Consultant for each day of delay at the rate stated in the SC.

OPTION B (Clause 6.2 to 6.5 below are applicable)

(a) An estimate of the cost of the Services payable in foreign

currency is set forth in Appendix D;

(b) Except as may be otherwise agreed under Clause GC 2.4 and

subject to Clause GC 6.2(c), payments under this Contract shall
not exceed the ceilings in Sri Lankan Rupees and foreign
currency;

(¢) Notwihstanding Clause GC 6.2(b) hereof, if pursuant to any of

the Clauses GC 5.2, 5.3 or 5.4 hereof, the Parties shall agree that
additional payments in local and/or foreign currency, as the case
may be, shall be made to the Consultant in order to cover any
necessary additional expenditures not envisaged in the cost
estimates referred to in Clause GC 6.2(a) above, the ceiling or
ceilings, as the case may be, set forth in Clause GC 6.2(b)
above shall be inaeased by the amount or amounts, as the case
may be, of any such additional payments.

(a) Subject to the ceilings specified in Clause GC 6.2(b) hereof, the

Client shall pay to the Consultant (i) remuneration as set forth in
Clause GC 6.3(b) hereunder, and (ii) reimbursable expenses as
set forth in Clause GC 6.3(c) hereunder. Unless otherwise
specified in the SC, said remuneration shall be fixed for the
duration of the Contract;

(b) Payment for the Personnel shall be determined on the basis of

time actually spent by such Personnel in the performance of the
Services after the date determined in accordance with Clause GC
2.2 and Clause SC 2.2 (or such other date as the Parties shall
agree in writing), at the rates referred to in Clause SC 6.3(b), and
subject to price adjustment, if any, specified in Clause SC 6.3(a);
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6.4 Currency of
payments

6.5 Mode of Billing
and Payment

(c¢) Reimbursable expenses actually and reasonably incurred by the
Consultant in the performance of the Services, as specified in
Clause SC 6.3(c);

(d) The remuneration rates referred to under paragraph (b) here
above shall cover: (i) such salaries and allowances as the
Consultant shall have agreed to pay to the Personnel as well as
factors for social charges and overhead (bonuses or other means
of profit-sharing shall not be allowed as an element of overhead),
(1) the cost of backstopping by home office staff not included in
the Personnel listed in Appendix C, and (iii) the Consultant’s fee;

(e) Any rates specified for Personnel not yet appointed shall be
provisional and shall be subject to revision, with the written
approval of the Client, once the applicable salaries and
allowances are known,;

(f) Payments for periods of less than one month shall be calculated
on an hourly basis for actual time spent and directly attributable
to the Services (one hour being equivalent to 1/176th of a month)
and on a calendar-day basis for time spent away from home office
(one day being equivalent to 15/30™ of a month).

(a) Foreign currency payments shall be made in the currency or
currencies specified in the SC, and local currency payments shall
be made in Sri Lankan Rupees.

Billings and payments in respect of the Services shall be made as
follows:

(a) Within the number of days after the Effective Date specified in the
SC, the Client shall cause to be paid to the Consultant advance
payments in foreign currency and in Sri Lankan Rupees as specified
in the SC. When the SC indicate advance payment, this will be due
after provision by the Consultant to the Client of an advance payment
guarantee acceptable to the Client in an amount (or amounts) and in a
currency (or currencies) specified in the SC. Such guarantee (i) to
remain effective until the advance payment has been fully set off, and
(i1) to be in the form set forth in Appendix G hereto, or in such other
form as the Client shall have approved in writing. The advance
payments will be set oft by the Client in equal installments against the
statements for the number of months of the Services specified in the
SC until said advance payments have been fully set off;
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(b) As soon as practicable and not later than fifteen (15) day s
after the end of each calendar month during the period of the
Services, or after the end of each time intervals otherwise
indicated in the SC, the Consultant shall submit to the Client,
in duplicate, itemized statements, accompanied by copies of
invoices, vouchers and other appropriate supporting materials,
of the amounts payable pursuant to Clauses GC 6.4 and GC
6.5 for such month, or any other period indicated in the SC.
Separate statements shall be submitted in respect of amounts
payable in foreign currency and in local currency. Each
statement shall distinguish that portion of the total eligible
costs which pertains to remuneration from that portion which
pertains to reimbursable expenses;

(c) The Client shall pay the Consultant’s statements within sixty
(60) day s after the receipt by the Client of such statements with
supporting documents. Only such portion of a statement that is
not satisfactorily supported may be withheld from payment.
Should any discrepancy be found to exist between actual
payment and costs authorized to be incurred by the Consultant,
the Client may add or subtract the difference from any subsequent
payments. Interest at the annual rate specified in the SC shall
become payable as from the above due date on any amount due
by, but not paid on, such due date;

(d) The final payment under this Clause shall be made only after
the final report and a final statement, identified as such, shall
have been submitted by the Consultant and approved as
satisfactory by the Client. The Services shall be deemed
completed and finally accepted by the Client and the final
report and final statement shall be deemed approved by the
Client as satisfactory ninety (90) calendar days after receipt
of the final report and final statement by the Client unless the
Client, within such ninety (90) day period, gives written
notice to the Consultant specifying in detail deficiencies in
the Services, the final report or final statement. The
Consultant shall thereupon promptly make any necessary
corrections, and thereafter the foregoing process shall be
repeated. Any amount, which the Client has paid or caused to
be paid in accordance with this Clause in excess of the
amounts actually payable in accordance with the provisions
of this Contract, shall be reimbursed by the Consultant to the
Client within thirty (30) day s after receipt by the Consultant
of notice thereof. Any such claim by the Client for
reimbursement must be made within twelve (12) calendar
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7.1 Good Faith

&.1 Amicable
Settlement

8.2 Dispute
Resolution

months after receipt by the Client of a final report and a final
statement approved by the Client in accordance with the
above;

(e) Payments in respect of remuneration or reimbursable expenses,
which exceed the cost estimates for these items as set forth in
Appendices D and E, may be charged to the respective
contingencies provided for foreign and local currencies only if
such expenditures were approved by the Client prior to being
incurred;

(f) With the exception of the final payment under (d) above,
payments do not constitute acceptance of the Services nor
relieve the Consultant of any obligations hereunder.

7. GOOD FAITH

The Parties undertake to act in good faith with respect to each
other’s rights under this Contract and to adopt all reasonable
measures to ensure the realization of the objectives of this
Contract.

8. SETTLEMENT OF DISPUTES

(a) The Parties agree that the avoidance or early resolution of
disputes is crucial for a smooth execution of the Contract and
the success of the assignment. The Parties shall use their best
efforts to settle amicably all disputes arising out of or in
connection with this Contract or its interpretation;

(b) If either Party objects to any action or inaction of the other
Party, the objecting Party may file a written Notice of Dispute
to the other Party providing in detail the basis of the dispute.
The Party receiving the Notice of Dispute will consider it and
respond in writing within 30 Days after receipt. If that Party
fails to respond within 30 Days, or the dispute cannot be
amicably settled within 30 Days following the response of
that Party, Clause GC 8.2 shall apply;

(a) Any dispute between the Parties as to matters arising
pursuant to this Contract that cannot be settled amicably
within thirty (30) Days after receipt by one Party of the
other Party’s request for such amicable settlement may be
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submitted by either Party for settlement in accordance with
the provisions specified in the SC and in accordance with
Sri Lanka Arbitration Act No. 11 of 1995.
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II1. Special Conditions of Contract

Number of

Amendments of, and Supplements to, Clauses in the

GC Clause General Conditions of Contract
1.6 The addresses are:
Client: Public Utilities Commission of Sri Lanka, 6th Floor, Bank of Ceylon
Merchant Tower, No. 28, St. Michael’s Road, Colombo 03, Sri Lanka.
Attention: Director General, Public Utilities Commission of Sri Lanka
Facsimile: (+94 11)2392641
E-mail: Sameera@pucsl.gov.lk
Telephone: (+94 11)2392607/8
Consultant:
Attention:
Facsimile:
E-mail:
Telephone:
{1.8} {The M ember in Charge is [insert name of member] }
Note: If the Consultant consists of a joint venture/ consortium/ association
of more than one entity, the name of the entity whose address is specified in
Clause SC 1.8 should be inserted here. If the Consultant consists only of
one entity, this Clause SC 1.8 should be deleted from the SC.
1.9 The Authorized Representatives are:
For the Client: Director General, Public Utilities Commission of Sri Lanka
For the Consultant:
{2.1} {The Effectiveness conditions are: /will be discussed at the negotiations]}
2.2 The date for the commencement of Services is: /will be discussed at the
negotiations|
2.3 The time period shall be /will be discussed at the negotiations].. months from
date of Commencement.
3.4 N/A
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3.7 (b) The Consultant shall not use these documents and software for purposes
unrelated to this Contract without the prior written approval of the Client.
5.1 Client will provide recommendation letters on request
6.1 The applicable Payment Terms
6.3(a) The amount in Sri Lankan Rupees is [insert amount].
6.3(b) The amount in foreign currency or currencies is [insert amount].?
6.5 Payments shall be mad e according to the following schedule:
Local Currency Component:
As per the Section 6 of the TOR
6.6 The interest rate is: 0% per month.
8.2 Disputes shall be settled by arbitration in accordance with the
following provisions:
1. Selection of Arbitrators. Each dispute submitted by a Party to arbitration
shall be heard by a sole arbitrator:

(a) The Parties may agree to appoint a sole arbitrator or, failing agreement
on the identity of such sole arbitrator within thirty (30) Days after
receipt by the other Party of the proposal of a name for such an
appointment by the Party who initiated the proceedings, either Party
may apply to High Court of Sri Lanka to nominate the arbitrator for
the matter in dispute.

26 |f no foreign currency payment is involved specify as “ none”
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Substitute Arbitrators.  If for any reason an arbitrator is unable to

perform his function, a substitute shall be appointed in the same manner
as the original arbitrator.

. the decision of the sole arbitrator shall be final and binding and shall be
enforceable in any court of competent jurisdiction, and the Parties hereby

waive any objections to or claims of immunity in respect of such
enforcement.
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V. Appendices

APPENDIX A — DESCRIPTION OF SERVICES

Note: This Appendix will include the final Terms of Reference worked out by the Client and
the Consultants during technical negotiations. Give detailed descriptions of the Services to be
provided, dates for completion of various tasks, place of performance for different tasks,
specific tasks to be approved by Client, etc.

APPENDIX B - REPORTING REQUIREMENTS

Note: This Appendix will include the format, frequency, and contents of reports; persons to
receive them; dates of submission; etc. agreed by the Client and the Consultants during
negotiations.

APPENDIX C - KEY PERSONNEL AND SUB-CONSULTANTS

Note: List under: This Appendix will include the list of Key Personnel and Sub-Consultants
listed by title and by name as agreed by the Client and the Consultants during negotiations.

C-1  Titles [and names, if already available], detailed job descriptions and minimum
qualifications of Key Personnel to be assigned to work, and estimated staff- months for
each.

C-2  List of approved Sub-Consultants (if already available); same information with respect
to their Personnel as in C-1.

In case where Consultant will be paid based on the time spend by any Personnel, list here the
hours of work for Key Personnel; travel time to and from the country of the Government for
Foreign Personnel (Clause GC 4.4(a)); entitlement, if any, to overtime pay, sick leave pay,
vacation leave pay, etc.

APPENDIX D - BREAKDOWN OF CONTRACT PRICE

Note: This Appendix will include the list of elements of cost used to arrive at the breakdown
of the lump-sum price.

1. Monthly rates for Personnel (Key Personnel and other Personnel).
2. Reimbursable expenses (items that are not applicable should be deleted; others may be
added):

(a)  Per Diem allowances for each of the Personnel for every day in which such
Personnel shall be required to work outside the Location
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(b) Air transport for Foreign Personnel:
APPENDIX E - SERVICES AND FACILITIES PROVIDED BY THE CLIENT
Note: List here the services and facilities to made available to the Consultant by the

Client.

APPENDIX F - FORM OF ADVANCE PAYMENTS GUARANTEE

Note: See Clause GC 6.5 and Clause SC 6.5.
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Bank Guarantee for Advance Payment

[Bank’s Name, and Address of Issuing Branch or Office]

Beneficiary: [Name and Address of Client]

Date:

ADVANCE PAYMENT GUARANTEE No.:

We have been informed that [name of Consulting Firm] (hereinafter called "the
Consultants") has entered into Contract No. [Reference number of the contract] dated
[insert date] with yau, for the provision of [brief description of Services] (hereinafter
called "the Contract").

Furthermore, we understand that, according to the conditions of the Contract, an advance
payment in the sum of [amount in figures] ([amount in words]) is to be made against an
advance payment guarantee.

At the request of the Consultants, we [name of Bank] hereby irrevocably undertake to
pay you any sum or sums not exceeding in total an amount of [amount in figures]
([amount in words])*” upon receipt by us of your first demand in writing accompanied by
a written statement stating that the Consultants are in breach of their obligation under the
Contract because the Consultants have used the advance payment for purposes other than
toward providing the Services under the Contract.

It 1s a condition for any claim and payment under this guarantee to be made that the
advance payment referred to above must have been received by the Consultants on their
account number at [name and address of Bank].

The maximum amount of this guarantee shall beprogressively reduced by the amount of
the advance payment repaid by the Consultants as indicated in copies of certified monthly
statements which shall be presented to us. This guaratee shall expire, at the latest, upon
our receipt of the monthly payment certificate indicating that the Consultants have made
full repayment of the amount of the advance payment, or on the day of ,

2, whichever is earlier. Consequently, any demand for payment under this guarantee

27 The Guarantor shall insert an amount representing the amount of the advance payment and denominated
either in the currency (ies) of the advance payment as specified in the Contract, or in a freely convertible
currency acceptable to the Client.
28 Insert the expected expiration date. In the event of an extension of the time for completion of the Contract,
the Client would need to request an extension of this guarantee from the Guarantor. Such request must be in
writing and must be made prior to the expiration date established in the guarantee. In preparing this
guarantee, the Client might consider adding the following text to the form, at the end of the penultimate
paragraph: “The Guarantor agrees to a one-time extension of this guarantee for a period not to exceed [six
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must be received by us at this office on or before that date.

This guarantee is subject to the Uniform Rules for Demand Guarantees, ICC Publication
No. 458.

[signature(s)]

Note: All text indicated in [ ] (squire brackets) is for indicative purposes only to
assist in preparing this form and shall be deleted from the final product.

months][one year], in response to the Client’ s written request for such extension, such request to be
presented to the Guarantor before the expiry of the guarantee.”
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